Blockchain:
Preparing for
the Next
Technology
Evolution

A data evolution

is

coming to our world as we know it today that will
affect all of us. Life for 327 million Americans and 7
billion lives worldwidei will be revolutionized through
Blockchain technology - a completely new way to
document, record, maintain, and transfer data
securely and accurately across an endless network.
First emerging as the underlying technology
architecture
for
the
cryptocurrency
Bitcoin,
Blockchain is now poised to transform multiple
landscapes –
from banking
to
healthcare.
Recognizing Blockchain’s impact all starts with one
word: trust. As technology and electronic data
stores continue to expand and globalization
increases, trust will be increasingly critical to
maintain.
In the words of a notable Russian proverb, Trust,
but verify.ii This statement relates to a key part of
human nature, wherein we provide upfront trust to
individuals and businesses to a certain degree, but
have an intrinsic need to verify the authenticity of the
information provided. After all, how can you ever
really know the information you receive is accurate
and hasn’t been altered or tampered with?
Today, we rely on intermediaries to facilitate our
transactions with people we do not know, any
therefore, cannot fully trust. For example, when
conducting a financial transaction, we use a bank to
send money from our account to the other party. In
healthcare, we use a wide range of intermediaries to
facilitate health services to people. We use a
Managed Care Organization (MCO) to not only
provide our healthcare coverage, but to also facilitate
the medical appointments we make with their
affiliated, approved providers who we feel we can
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trust since they are a part of the MCO’s covered
network.
But what if there was another way to establish trust
rather than using an intermediary? What if there was
a way to know definitively where a given piece of data
originated, who changed or added to the data over
time, and what the exact, latest information on the
data is? The answer is Blockchain.

A Technology Evolution – From the Internet to Blockchain
As the early dawn of modern, online technology and
the internet first emerged, Healthcare Intermediaries
in Electronic Marketsiii grew – from Pharmacy Benefit
Managers (PBMs) to Electronic Health Record (EHR)
technology companies. As with other industries
during this time, as technology grew, maintenance
and storage of data became increasingly complex. At
the same time, data accuracy and reconciliation
between systems became harder and harder to
maintain.
Multiple, Disparate
Systems Leads to
Reconciliation Issues
Data Accuracy Drops
Public Trust Goes
Down

Current Data Solution =
A Losing Battle

Migration to More
Electronic Data &
Systems
Infrastructure &
Maintenance
Complexity Increases
Fraud, Waste, &
Abuse Rises
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Today, disparate systems store billions of electronic
records and are often fraught with incorrect
information, opening the door for fraud, the
mishandling of records, and even the mismatching of
patient data leading to improper surgical procedures
and lethal drug interactions. In fact, in the healthcare
industry, patient mix-ups have become
a known, critical problem, with an
estimated 700 patients dying each
day in the United Statesiv.
To make matters worse, a single entity is often in sole
control of all that data, making data inaccuracy and
even the loss of data a common reality. In addition,
companies and government agencies must endure
ongoing, unsustainable costs in managing this large
volume of data over time. Further, since individual
data often varies between systems, reconciliation of
the data is continuously needed in an attempt to
maintain data accuracy.
To insulate the trust of the public while addressing
these modern issues and problems faced today, an
innovative way to create, update, and store data
emerged – Blockchain. This revolutionary technology
architecture provides trust and verification of data at
the same time. Blockchain removes the need for
intermediaries that were once necessary to facilitate
and ensure the accurate, successful completion of a
wide range of transactions and services.
Instead of relying on intermediaries, Blockchain data
is stored, continuously monitored, and vetted in a
distributed manner across a wide network. This
enables the entire network to share a single,
universal, and agreed upon copy of the data.
Therefore, no single entity, such as a bank or
hospital, has centralized control and maintenance
over the data as they once did.
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The Power of Blockchain in Healthcare
•

What if public benefits could be distributed across Medicaid
programs in a transparent, efficient, and secure manner?

•

What if mishandled member records were a problem of the past?

•

What if the need for continual data reconciliation were eliminated?

These problems and more can be answered with the emerging
technology of Blockchain.

Understanding Blockchain – A Deconstructed View
Blockchain technology provides a safe, effective way
to accurately document, maintain, store, and move
data – from health records to financial transactions.
With Blockchain, people can directly engage with
others to receive services, transfer money, and
perform other common daily tasks we do in business
today.
Each ‘block’ within the chain contains data along with
a unique key. This ensures every new, associated
record is digitally stamped by the person writing the
information. This new ‘block’ of data is stacked on top
of the pre-existing blocks it is associated with in a
linked chain – hence the term ‘Blockchain’. These
strings of data are stored and maintained in a
distributed manner – a key feature of Blockchain and
its ability to maintain data accuracy while preventing
corruption and misuse.
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Understanding Data Storage and Access
Today, data is traditionally stored in a centralized,
electronic ledger in a database maintained by a single
entity or group of entities, such as a company and its
hosting provider, where the data can be easily
corrupted or mishandled, opening the door for fraud
and decreasing data accuracy.
With Blockchain, the data is distributed across an
endless network, with all parties continually informed
as the data changes and as additional data is added.
This means data is no longer centrally managed,
changed, or controlled by a single entity – making the
data more secure and safer to use, while being more
reliable and accurate at the same timev.

Centralized

Decentralized

Most Vulnerable,
Lowest Data
Accuracy

Still Vulnerable,
Moderate Data
Accuracy

hhstechgroup.com

Distributed
Not Vulnerable,
Highest Data
Accuracy & 100%
Traceability

Having a distributed network manage the data
ensures the data is continually accurate, in sync
across systems, and is not tampered with. As new
“blocks” are added, the associated key creates a
written, stamped approval of that new record on top
of the existing records. Those records can be further
reviewed and verified across the network since
identical copies of the record are accessible by
everyone. This keeps everyone in the network
continually informed as changes and additions to the
data occur. Data accuracy and security are therefore
ensured while drastically reducing the ability for
someone outside the network to corrupt or utilize the
data for fraud.

Blockchain: Providing an Endless, Shared Sole Source of Truth
Over time, as additional “blocks” are added, the chain
continually shows a precise, complete history of the
data. This ensures a never-ending log is maintained
with signature keys on who added a given block of
data to the chain. By maintaining a precise, complete
audit trail of a given string of data over time,
accountability is maintained across all users in the
network – leading to a focused effort in maintaining
high data accuracy and quality.
Further,
Blockchain
inherently
resolves
the
reconciliation issues commonly faced today in many
markets. In a Blockchain architecture, all copies of
the distributed data are in sync with each other all
the time. This removes the need to verify data stored
on one computer with data stored in a separate
database since all copies of the data across the
network are identical. Since Blockchain eliminates
the need for reconciliation between systems,
inefficiencies are reduced or even eliminated,
reconciliation report reviews are no longer necessary,
and data matching becomes a time-consuming
problem of the past.
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Blockchain’s Forthcoming Impact
With an understanding of Blockchain’s powerful
design, it is important to recognize the coming impact
this technology architecture will have, particularly to
the U.S. healthcare market. HealthIT Analytics, a
leading online resource for the latest news and
information in healthcare, has released numerous
reportsvi on some of the key ways in which Blockchain
will impact healthcare as we know it today.

Healthcare
Data
Management

Accurate
Patient
Records

Provider
Licensure &
Credentialing

Blockchain's
Impact in
Healthcare
Cooperative,
Value-based
Care

Fraud
Protection

Payer Admin
& Revenue
Cycle Mgmt.

Blockchain is poised to have a significant impact
across all segments of the healthcare industry, from
ensuring identical, accurate, and historical electronic
health records are in place for every patient across
providers to enabling cooperative, value-based care
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to be given, with updates sent simultaneously across
the entire community of providers. These changes
and more will transform the patient experience but
will also bring change to providers and payers
themselves.
Payers will encounter streamlined processes to
current, time-consuming and cumbersome provider
licensure and credentialing processes. In addition,
payer administration – from contracts to claims
processing – will be modernized, bringing new
transparency and efficiency to current processes
within the overall Revenue Cycle Management (RCM)
lifecycle.
Payers and providers alike will have more ease of
access to accurate population health information to
better understand, survey, and manage the overall
health of the public at large. This will lead to new,
innovative ways to provide treatment and address
public health issues early on before they transform
into more serious health concerns – all while
minimizing instances of fraud, waste, and abuse
across the industry.

Current Adoption Across States and Healthcare Entities
HealthIT Analytics and other media outlets have
continued to cite increasing evidence of adoption by
states. For example, Illinois recently become one of
the first states to test out Blockchain in a pilot
program with Hashed Health. As part of the program,
a Blockchain-based registry will be created to
maintain a single record of credentials and
certifications.
In one articlevii, John Bass, Chief Executive Officer of
Hashed Health, remarked, “As partners, Hashed
Health and the State of Illinois have embarked on a
journey to create Blockchain healthcare solutions
that demonstrate the value of this new technology
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and form the foundation of future related solutions.”
In addition to Illinois, more states are joining in to
prepare for known Blockchain impacts which will hit
first in the areas of electronic health record (EHR)
management,
patient
communication
and
engagement, provider management, and supply
chain management.
In addition to states, payers and providers are also
actively seeking Blockchain solutions. The results
from a recent Q3 2017 Black Book Survey
publishedviii are clear, showing 76% of payers and
19% of hospital executives were either
considering deploying or are in the process of
implementing Blockchain solutions. In addition to
active planning and implementations already in
progress,
knowledge
and
understanding
of
Blockchain continues to spread, with 82% of
healthcare executives surveyed indicating they
have a working understanding of Blockchain.
As states and the entire healthcare community
prepares, self-assessment is critical of your own
organization’s needs. This ensures a proactive, rather
than reactive, approach so your organization is ready
for the changes ahead.

Analyze Your Organization’s Needs
To better gauge your organization’s potential needs
for Blockchain, take the self-assessment on the
following page.
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What were your results? Based on your answers, if
there was a compelling case for Blockchain in your
organization now is the time to act. To prepare for
the future, government agencies, commercial
companies, and other organizations must recognize
the power of Blockchain and its inevitable emergence
into the way we conduct business. It is important that
actions be taken now to prepare current workflows,
processes, and systems to adapt to the Blockchain
technology architecture.
By modernizing your data infrastructure now, data
accuracy can be significantly increased while
elevating the security of the data itself. Acting now
can also solidify your commitment to the public in
stopping fraud, waste, and abuse while protecting
confidential data from being mishandled.

HHS Tech Group – Accelerating Adoption
HHS Tech Group (HHS Tech) is at the forefront of
Blockchain technology, leading state governments
and agencies as well as commercial organizations in
adopting Blockchain technology through education,
analysis, design, and implementation of real-world
solutions.
By itself, Blockchain is a technology architecture and
not a piece of software. Therefore, solutions must be
built and adapted to support specific business
functions based on Blockchain’s architectural design.
HHS Tech provides this complete support – from
analysis to implementation and maintenance.
To support organizations, HHS Tech first analyzes the
potential impact Blockchain will have on a given
business by performing a proprietary assessment to
learn where Blockchain should be utilized, create and
inventory use cases, assess, and prioritize the use
cases created. Once the initial analysis is complete,
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HHS Tech provides complete service and technology
support to address Blockchain’s impact and
associated needs discovered.
As a modern technology company, HHS Tech also
brings leading insight and technical expertise on
Blockchain to support organizations. To help states
and commercial entities accelerate adoption, HHS
Tech offers end-to-end Blockchain Technology &
Services, including a pre-built, universal Blockchain
technology platform, UniBloc™, to accelerate the
utilization of Blockchain. At a high-level, HHS Tech
provides the services outlined below.

End-to-End Blockchain Services and Technology Support
Assessment: Proprietary strategy assessment to evaluate and ready your
organization with Blockchain solutions – defining real-world use cases that align to
your business
Design: Architecting the holistic solution that supports your processes, clients,
employees, and overall operating model and current technology utilized
Prototyping: Development of a Proof of Concept, leveraging the UniBloc™ universal
Blockchain technology, UniBloc™ Sandboxes, and UniBloc™ Assets & Solutions to
jumpstart development, with hands-on rapid prototyping and extensive testing
Implement: Launch the solution in the production environment with a larger roll-out,
strategy deployment, and integration with legacy systems
Maintain: Leverage UniBloc™ as a Service (UBaaS) for long-term, ongoing support
Industrialize & Educate: Engage with regulators alongside HHS Tech to support
ongoing community education to accelerate adoption and preparedness
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HHS Tech Group – Providing Complete Blockchain Support
Each organization is at a varying level in their
analysis and utilization of Blockchain architecture.
HHS Tech works with each individual client to (1)
ascertain their needs and associated use cases where
Blockchain can and should be leveraged through
proprietary assessments, (2) establish proof of
concepts to define, develop, build, and test a
workable solution that meets the business needs, and
(3) scale the solution to ensure its real-world
usability, workability, and adoption in the industry.
This support provided to organizations is further
illustrated in the following flowchart.
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With technology continuing to evolve while data
complexity grows, Blockchain is poised to become the
next modern technology evolution. Looking back
now, organizations that were at the forefront of the
internet emergence, including Apple and Microsoft,
are highly regarded today. Recognizing Blockchain’s
similar impact to the market, it is time for your
organization to act to maintain a leading edge. Are
you ready? Contact us today to learn more and start
your strategic assessment.

Contact Information:
Faiyaz Shikari
President & Chief Technology Officer
(404) 279-0801
faiyaz.shikari@HHSTechGroup.com
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